


DLP is a specialist consultancy here to
help you achieve your information
security and privacy objectives.

We assist organisation’s with projects
involving DSP Toolkit, ISO 27001, Cyber Es-
sentials, GDPR, PCI, Cyber Security, and
Data Protection.

Over the dyeors, DLP consultants have
completed many successful projects for
a wide range of clients including,
government clients, NHS departments,
harmaceutical manufacturers,
inancial clients and numerous others.

With a deep understanding of InfoSec
and data protection our consultants will
work with you assessing your level of
complionce, and  then provide
appropriate guidance and support to
move the project forward.




Service Definition

Protecting your internet facing attack surfaces from compromise is vital.
Assets such as web applications are always on and available for attack 24x7,
from hackers based anywhere in the world.

If you develop your own web applications you are very much at risk. And chang-
es are happening all the time.

Our OWASP Web Application Testing Service is based upon the OWASP testing
methodology and uses a mixture of automated tools together with manual
testing. All assignments are conducted by our experienced penetration testing
and information security experts.

Process
Our assignments typically run on the following lines:

«  Sign a confidentiality agreement (either clients or ours)
«  Sign aPen Testing permissions agreement

«  Organise a meeting with the project sponsor so that we can develop an
understanding of the client’s organisation and the penetration testing pro-
ject

«  Agree on the scope of work

« Identify which client operations staff will be nominated as contacts during
the testing

«  Determine staff and network/application availability and agree on a test-
ing schedule

+  Conduct OWASP penetration testing
o  Write the report including the findings and recommendations

»  Hold debrief meeting with the client to discuss findings and recommenda-
tions
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Features

Benefits

Pen Testing projects are run by
highly experienced CREST quali-
fied testing staff

Tests include Data input validation,
SQL Injection

Cross-site scripting(XSS), System
enumeration,

Config file identification and
analysis.

Permission privilege verification,
Path traversal.

Configuration and Deployment
Management Testing.

Identity Management Testing,
Authentication Testing.

Authorisation Testing, Session
Management Testing.

Input Validation Testing, Error
Handling.

And many more tests — contact us
for more details

Benefits

@/ Great Value: Affordable penetration
test service

Cost effective testing services

Identifies how hackers can compro-
mise your systems

Provides expert remediation advice
on security issues identified

Simulated attacks using the same
tools and techniques as used by
hackers

Quality reporting in a clear and
concise manner

Flexible delivery through our out of
hours testing service



Casel

DLP consultants managed the infor-
mation security function of a London
based European Union (EU) agency for
over 5 years.

The DLP team provided onsite support
and guidance on a wide range of infor-
mation security issues including at-
tending inter-country EU meetings and
providing input to discussions with vari-
ous international agencies and NGO’s.

Case 3

Assisting a NHS department with sever-
al aspects of their IG Toolkit submission.

Project included the selection and eval-
uation of several security vendor prod-
ucts to meet client requirements.

Case 2

Major bank reviewing their information
security controls and their alignment
with ISO 2700L1.

The project involved a review of docu-
mentation and related processes to
determine gaps and potential areas for
better alignment with the ISO 27001
standard.

Case 4

Healthcare diagnostic company re-
uiring help and assistance to make
their DSP Toolkit submission.

Project included the establishment of a

overnance programme aligned with
the DSP standards utilising a Govern-
ance, Risk and Compliance system to
automate many of the routine compli-
ance tasks.




Services

We provide a range of services:

NHS DSP Toolkit
Consultancy

GDPR & Data
Privacy
Consultancy

Outsourced DPO

(Data Protectionjofficer)

Ransomware
Recovery
Readiness

Penetration
Testing

Business
Continuity

ISO 27001
Consultancy

Incident Response
Consultancy

NCSC.Clougdi
Security Principles

PenTest Lite

AlGovernance
& Privacy

Cyber Essentials
& CEPlus
Consultancy.

Outsourced CISO

(Chief Information Security
Officer)

Cyber Security

Policy &
Documentation
Development




Us

DLP Assured Services Limited
Kemp House
152 - 160 City Road

www.dlp-assured.com | +44(0)203 3971091
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